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Summary

Following the seizure of Mr Doe’s computing equipment, a digital forensic investigation was
launched. The investigation revealed an extensive collection of material relating to birding
(MRB). The internet history revealed the suspect would habitually search for new MRB and
would often access previously saved MRB when doing so, in total the internet history
revealed 158 counts of MRB access. The suspect had saved an entire webpage of MRB to his
computer. The hard drive of the suspects computer was found to contain 85 images, 3 audio
files and 9 documents (.pdf, .doc and .txt) all containing MRB. There was also
communication between the suspect and other persons via the Mozilla Thunderbird email
client; of the 85 images found on the hard drive, 7 of them were sent to the suspect by
someone identifying as ‘Ben Forbes’. A USB pen drive was also connected to the computer at
several points; the suspect accessed several folders on this drive which had names
corresponding with MRB. Attempts were made to hide evidence in various ways; most
notably a folder containing 5 images was encrypted with high level encryption (PGP).

In total, there were 281 counts of MRB discovered in our digital forensic investigation, these
are broken down into types, as can be seen below in table 1.

Type Number of Offending Items
Image 85

Audio 3

Document 9

Email 4

Hidden/Encrypted 22

Internet History 158

Table 1 — Types of Offending Items.
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1) Description of Crime

Incident 1 - 2" of February 2005

Between 14:11 and 14:42 - multiple websites containing MRB were accessed by the suspect. This
included the webpage saved in user johndoe’s My Documents folder “aa010703a.htm”. This web page
has multiple references to birding activities such as building a ‘Bluebird Nest Box for Wild Birds’.

The suspect also downloaded 2 of the 3 audio files found during the physical search on this day;
‘Kakapo.ram’ and ‘Dawn.ram’ respectively.

The browser activity for the 2" of February 2005 can be seen in Appendix 1 — “Browser activity of 2"
February 2005”.

From 14:18 till 14:43 the suspect accessed 6 different items of MRB. The accessed items and the times
at which each was accessed can be seen in Appendix 2 — “MRB Access of 2" February 2005”.

At 16:46 the suspect created a file encrypted with GPG called ‘birdpics.gpg’, the files contained were
found to have come from a USB pen drive ‘Drive E’ which was not found in the suspects
accommodation when the seizing of potential evidence took place. The images contained in the gpg file
can be seen in Appendix 7 — “Images from GPG File”.

Incident 2 - 3" of February 2005

Between 12:21 and 15:03 - the suspect performed multiple web searches for bird related terms such as

“bird mating calls”, “young chicks” — which was searched multiple times, and “bird screensavers”.
Several of these searches yielded results that were saved to the computer. Some of the many images

that appear in the screensaver can be seen in Appendix 9 - ““birds.zip Screensaver”

When the suspect searched for bird mating calls he accessed a site called “Chickadee Karaoke” from
which the aggressive mating bird call was saved. The browser activity for the 3 of February 2005 can
be seen in Appendix 3 - Browser activity on 3rd February 2005

From 12:22 till 15:52 the suspect accessed 15 different items of MRB. This included the Aggressive
mating bird call and the other recently downloaded files. On this day the suspect also accesses
“ready2fledge.jpg” in another users sub directory — suggesting the suspect knew it was there and, in
combination with other evidence it can be confirmed that it was the suspect that placed it there. The
accessed items and the times at which each was accessed can be seen in Appendix 4 — “MRB Access of
3rd February 2005”.

Incident 3 — 9" of February 2005

At 11:57 the suspect performed a google search for “bird screensavers”, from the Firefox history it
appears that the suspect looked at two different screensavers from one site before deciding on one
which he then downloaded “birds.zip”. The browser activity for the 91" of February 2005 can be seen in
Appendix 5 — Browser activity on 9th February 2005.

Between 11:28 and 16:57 — the suspect accessed the newly acquired file and nearly all of the
previously downloaded files. The suspect accessed MRB 33 times this day which was far more than
any other day. Certain files were accessed multiple times which suggests the suspect was either doing
something with the files or repeatedly coming back to view them - an addiction of sorts. The Accessed
items can be seen in Appendix 6 — “MRB Access of 9th February 2005”.

The total collection of recovered images can be seen in Appendix 1 — “Collected Images”. Internet
history is divided into two sections, one for Internet Explorer (Appendix 2 — “IE History”) and one for
Firefox (Appendix 3 — “Firefox History”). The MRB Audio files can be found in Appendix 3 — “Audio



Files”. The MRB documents can be found in Appendix 8 — “All documents”,

Refer to 2.4) Analysis for detailed review of how evidence was processed to produce the
breakdown of events above.

2) Description of Investigation

2.1 Job Description and Instructions

We were tasked with investigating Mr John Doe by Dr lan Ferguson. It is suspected that Mr Doe is
involved with MRB. We were instructed to seize the electronic items of the suspect which may hold
evidence which will support the State’s case against. Standardized digital forensic investigative
techniques were used to retrieve said evidence.

2.2 Description of Recovered / Examined Items

Upon entering the suspects accommodation, we searched for electronic items that may be of
significance to the investigation. All electronic items found were connected to a single PC. The PC and
monitor were both in a static (powered off) state when they were discovered, this meant that the
equipment could be seized without damaging any potential evidence. The seized items are listed in
table 2 below.

ID TYPE SERIAL NUMBER [ DESCRIPTION
ACERHW-JD-1 DESKTOP PC MODERN HP DESKTOP

STATE:

OFF

CONTAINS:
ACERHW-JD-12 DTD1ACA100 1x 1TB TOSHIBA HDD

612C0008067 1X DVDRW

ACERHW-JD-11 MONITOR NA BLACK/SILVER HP

MONITOR

STATE:

OFF
ACERHW-JD-8 KEYBOARD NA BLACK HP KEYBOARD
ACERHW-JD-10 CABLE NA CONNECTED CABLE
ACERHW-JD-7 MOUSE NA BLACK HP LASER MOUSE
ACERHW-JD-9 CABLE NA CONNECTED CABLE
ACERHW-JD-2 CABLES NA USB-B/USB-A CABLE
ACERHW-JD-3 NA DISPLAYPORT CABLE
ACERHW-JD-4 NA ETHERNET CABLE
ACERHW-JD-5 NA 3-PIN POWER
ACERHW-JD-6 NA 3-PIN POWER

Table 2 — Electronic Items Seized

Once the seized items had been securely transported they were signed into appropriate storage by the
Desk Sergeant.




2.3 Methodology

The HDD (ACERHW-JD-12) was removed from the HP Desktop (ACERHW-JD-1) and put aside.
Then the PC was plugged into a power socket and switched on. As the HDD had been removed the
system booted directly to BIOS (basic input/output system) without any user intervention. Inside the
BIOS various settings can be viewed, of particular interest to the investigation was the time and date
settings as these can determine whether the system clock is skewed.

The HDD was then connected to one an investigators PC via a USB/SATA connector. A MD5
checksum of the HDD was calculated using MD5deep and then an image of the HDD was made using
GNU DD. A MD5 checksum was then made of the HDD image; as the checksum of the image was the
same as the image of the HDD it was confirmed that the image was an exact copy of the HDD.

From this point onwards all investigation was performed on copies of the image to ensure there could
be no corruption of evidence.

Using a copy of the drive image (image.dd/johndoe.dd) a physical search was performed. A physical
search effectively treats the image.dd as one large file and searching for file headers which are
effectively a signature to identify the format of the corresponding file. The software used was Foremost
which then packages the found files into folders of the corresponding type e.g. all images stored
together. Another piece of software called Metacam was used to sift the output images for images taken
with a Canon PowerShot SD100.

Following the physical search the next task was to reduce the number of files in the investigation that
require manual inspection., through the use of a ‘whitelist’ of known good files this can be achieved.
Using a technique called loopback mounting, an image of a clean Windows XP installation can be
accessed by the file system. Then an MD5 checksum of each file and folder is calculated, the output of
this is stored as the whitelist database file. The virus scan was then performed using the same loopback
technique, except this time the johndoe.dd image was used.

Next, the Operating systems registry files were examined to determine which (if any) USB devices
have been connected to the suspects computer and what software was installed an accessible to the
suspect.

The suspects web history was recovered by using the loopback technique to find index.dat files (for
internet explorer) and the history.dat (for firefox) and then processing them with a tool called Web
Historian by Mandiant (not to be confused with the Chrome Extension/Webhistorian.org).

Having gathered all sources of digital evidence the analysis could now begin.

2.4 Analysis

Preliminary Examination

The system clock was skewed by -2 minutes which is a negligible amount as it is still well within the
time that the suspect would have had it in his possession. It does not alter the times of the incidents
enough to damage their credibility either. The clock skew can be seen in Appendix 10- “Clock Skew”.

The disk capacity was found to be 5.7627GB and was split into three partitions. Of the 3 partitions, 1
was formatted as NTFS and the other two were unallocated. Information on the partitions can be found
in Appendix 11 - “Partitions”.

The physical search returned several images, some did not contain any EXIF data but most those which
did were taken by a Canon PowerShot SD100. Of the images taken with the Canon PowerShot SD100,
19 unique images were found to contain some form of MRB out of a total of 43 unique images. There
was also an image taken with a Canon EOS-1DS and another taken with a SONY CYBERSHOT, these
were both MRB. The offending images can be seen in Appendix 12 - *“ All Images of MRB”.

The remaining 35 images were either duplicates of other images or contained no identifying EXIF data,
all images found in the physical search can be seen in Appendix 13 - “Physical Search Images”.

Other than images, the physical search revealed 2 MRB PDFs, “University of California - Botanical
Garden Newsletter — Birds at the UCBG” and “The Porter County Birding Guide” These PDFs can be
seen in Appendix # - “PDFs”.



Creating the whitelist proved to be very useful indeed, core windows files were removed from the
search and although logs and other modifiable core system files remained, it vastly reduced the volume
of evidence that needed to be processed.

The virus scan returns only McAfee test signatures which are used to check if antivirus is working as
intended and false positives which were checked by verifying the offending file ‘Realplayer.exe’ with
virustotal.org; there is no virus on the system. It should also be noted that the suspects antivirus
performed its own scan upon installation (24™ %" 2005 16:44:57) and this too returned no threats found.
Our virus scan and the one performed by the suspect can both be seen in Appendix 14 - “Virus Scans”.

Browser History

From investigating the suspects Internet Explorer history, we can deduce that this program was not
used for much other than downloading/updating software and accessing MRB. In Internet Explorer
history alone there were 56 counts of MRB access, out of a total of 334 items; the clear majority of
which were Windows updates. The MRB from Internet Explorer can be seen in Appendix 15 - “MRB
Access from Internet Explorer”.

Initially the Firefox history was very clean; for the first two days after installing Firefox the suspect
only installed programs. However, beginning at 14:11 on Feb 2" 2005 a significant number of
searches for MRB were made. There are a couples of days where there is only activity relating to
MRB. Of particular interest is the site accessed at 14:24:55 on Feb 2"* 2005; The URL of the site is
“http://birding.about.com/library/weekly/aa010703a.htm” which matches one of the saved websites
found in the suspects documents folder ‘aa010703a.htm’. The Firefox history can be seen in Appendix
16 - “Firefox History” and the saved website can be seen in Appendix 17 - “aa010703a.htm”.

Attempts to hide MRB

The suspect made several attempts to hide his collection. The most extreme case of this was a file
called birdpics (C:\Documents and Settings\johndoe\My Documents\birdpics.gpg) which was
encrypted using GnuPG for Windows. The suspect had searched for “windows gnupg” using Firefox
approximately 45 minutes before the gpg file was created. If these events had happened in reverse
order we could conclude that the suspect had searched for something to open a file from another source
but as the suspect downloaded the tool before the file was created it can be deduced that the suspect
must have created the file himself.

The suspect did not give up the password used to create the GPG file and thus the investigators had to
brute force the password which is a lengthy process. A tool called ‘GPG2John’ was used on the private
key to create a hash that could be brute forced by ‘John The Ripper’ which is a free password recovery
tool. An incremental attack was used against the hash which luckily only took a few seconds to match.
The suspicion that the suspect had created the file was confirmed by the fact that the suspect’s private
key when cracked produced a password that worked with the gpg file, this meant that it must be the
same private key used to create the file. The password for the GPG file was discovered to be “arran”;
this is believed to reference where some of the pictures were taken. The password recovery can be seen
in Appendix 18 - “Password recovery”.

Initially there were some issues extracting the images from the zip file contained within the birds.gpg
file, some of the images would extract but were corrupted. This was remedied by testing different file
extensions as it may have been another extension mismatch; it turned out that this was the case — the
file was actually a .Jar rather than .zip meaning. Using the java jar extraction tool, we were able to
successfully recover all images. The extracted images themselves confirmed their origin; their
filenames contain the origin location, for example “E/birds/birdpics/WhiteFacedHeronFlying.jpg”,
suggests that the suspect created the gpg file of the entire contents of the E pen drive. The images
found in the gpg file can be seen in Appendix 7 - “Images from GPG file”.

A reverse search for “arran” revealed that John Doe’s Mozilla Thunderbird account password was also
“arran” as it is stored locally as a base64 encoded string.

There were also several files with mismatched extensions, for instance a zip folder had been disguised
as a DLL (“CrouchingKokako.dll””), although some of the mismatching appears to be a client error (7
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files from email contain underscores throughout the name and extension), it is not possible for a zip
folder to change to a DLL unless there was user intervention. There was a MRB jpg disguised as an exe
inside the WINDOWS folder, similar to the previous point; this is not possible without user
intervention — especially as we have confirmed there are no viruses on the system. The images that had
deliberately mismatched file extensions can be seen in Appendix 19 - “Mismatched Extension MRB”.

Emails

The suspect received several emails from someone identifying as ‘Ben Forbes’, Ben sends the suspect
multiple MRB items. One of the emails from Ben says, “Thanks for the pics you sent me here are some
I really like” There was no sent folder stored locally and there was no evidence of there being one
which suggests the suspect may have been communicating with Ben in another way but as it stands
there is no hard evidence that the suspect was distributing images. There was also a single email from a
birding mailing list which was providing tips for bird watching. Mailing lists must be signed up for
which implies that the suspect subscribed to receive this content. The emails (and their attachments)
can be seen in Appendix 20 - “Emails to the Suspect”.

Other

To provide better visualization of some of the evidence we decided to create a virtual machine of john
doe’s system. A virtual machine is an emulation of a computer, in this case it is an emulation of the
suspects computer and is a good way to inspect the system without requiring access to the physical
hardware it is run on. An image of the suspects system in a suspended state on a virtual machine can be
seen in Appendix 21 - “Virtualizing Suspects System”.

Initially there was suspicion that another user account on the system ‘bob’ had been accessing bird
images too; there was a single item of MRB found in their ‘My Music’ folder. However, upon
examining the internet explorer logs it was discovered that johndoe had saved the image into bobs
folder; most likely without bobs knowledge as the folder contains only sample music and no other files.
It is not clear whether this was an attempt to incriminate bob or just another attempt to conceal images
from his own account. There was also the issue of how johndoe was able to save it to a folder of
another user account; as the sole administrator account on the system johndoe had higher privileges
than the other users and would be able to do this. The MRB from bob’s music folder can be seen in
Appendix 22 - “MRB on Other Accounts”.

In the suspects documents folder, several items of MRB were found, all of which can be tied back to
websites which had been visited. The suspect had been saving MRB he found on websites. A
screenshot of the suspects documents folder and pictures folder can be seen in Appendix 23 - “Suspects
Local Files”.

While investigating the suspects documents folder, we discovered a message or letter that had been
typed up that was very suspicious in wording; looking at the original file name it was called “Birds to
find.doc” this was later updated to “stuf.doc”. A reverse search for the term ‘Birds to find’ revealed an
Audio file — “Aggressive_song.wav” this appeared to be a recording of bird mating calls. Within the
wav file itself was a list of birds under the heading birds to find. It is highly unlikely this is a
coincidence. The document can be seen in Appendix 24 - “Suspicious Document” and the internal
contents of the wav file can be seen in Appendix 25 - “Hidden Bird List”.

A document titled birdwatching was found in the root directory of the primary partition. As johndoe
was the only user with administrator privileges he is also the only one capable of accessing this area of
the drive; limited user accounts are given write permission errors if they try to act out of their own
subdirectory. User status can be seen in Appendix 26 - “Account Privilege Level” and the document
can be seen in Appendix 8 - “Birdwatching.doc”



2.5 Production List and Associated Description

Table 3 below shows all evidence types produced during the case.

Name Types Description

Images .BMP, .JPG, .JPEG, .PNG The images containing MRB that were
recovered

Audio WAV, .RAM The Audio files containing MRB that
were recovered

Emails PLAIN TEXT The recovered Emails and their
corresponding attachments

Documents .DOC, .TXT, .PDF The documents containing MRB that
were recovered

Websites HTM, .HTML Websites containing MRB that were
saved to the hard drive that have been
recovered

Composed Files ZIP, JAR, .GPG Compressed and/or encrypted files and
folders that have been recovered

Table 3 — Evidence Types Produced

Table 4 below shows all supporting types produced during the case.

Name Description Use Case

Virtual Machine An emulation of the suspects Assisted in visualization of evidence.
system.

Birdpics.jar An extension-modified version of By accessing the decrypted GPG file as a
the GPG output. jar instead of a zip (default) all images

could be extracted.

Image.dd/johndoe.dd | An exact copy of the suspects hard | Prevented corruption of physical

drive as a digital representation. evidence through using these copies.
Screenshots Screenshots taken from an Assisted in visualization of evidence.

emulated version of the Mr Doe’s

system

Table 4 — Supporting Types Produced

3. Conclusions

In total there were 96 images, 3 audio files, 9 documents, 4 emails and 22 obfuscated files that are
classed as MRB (Material Related to Birds) recovered from the suspect’s computer. The vast majority
of these files can be found in the suspects own Documents and Settings folder, and the non-deleted
ones that are found in other places can be tied to the suspect through access logs. A large number of
items were discovered in the unallocated space of the hard drive in the form of orphan files and were
only recovered through the physical search, it is believed that these items were stored on the USB pen
drive ‘E’ and were transferred within a containing folder before being permanently deleted from the
computer; thus creating the orphan files and explaining why most never appeared anywhere else.

The Malware scans performed both by the investigator and the suspect revealed no viruses or malware
present on the system. The fact the scan before the incidents reveal nothing and the scan after the
incidents also found nothing confirms that it was in fact a user; not malware that led to the collection of
MRB on the computer.

The suspect downloaded MRB on multiple occasions and there are records of this in the Firefox
browser history, meanwhile the internet explorer history reveals extensive daily access to the
downloaded files. The suspect was repeatedly viewing saved content and searching the internet for
more. Examination of the email client revealed that the suspect had signed up for mailing lists that
promoted MRB and was receiving mail from another user who was supplying the suspect with further
MRB. The encrypted and obfuscated files show the suspect was attempting to hide his MRB and was




very likely aware of the laws restricting access to this kind of content.

According to the 2001 Protection of Birds Act, the suspect is in violation of the law by possessing
material relating to birds and encouraging further humiliation and physical abuse of these protected
animals. The Email messages indicate the suspect may be in violation of other parts of the 2001 PoB
Act such as the “Ban on Distribution of MRB” and if the Canon Powershot SD100 camera can be tied
to the suspect then the suspect may be in violation of a further offence — “The Creation and/or
Modification of MRB”.

4. Equipment Required for Court Proceedings

4.1) Please refer to table 2 to see the electronic items seized as part of the investigation, all items in
table 2 will need to be included.

4.2) A Specialized forensic workstation with the following will be required:

Computer

Microsoft windows 7 (or higher) — Required to run autopsy tools

Autopsy — Digital forensic investigation suite

Mandiant Web Historian — used to view history files

VMWare Workstation 12 Pro

Additionally, Virtual machines with the following tools/ software installed will be required.

Virtual Machine 1 — Forensic workstation

Ubuntu 16.04 — Linux based operating system that allows use the other tools listed

Java Jar Extract — Allows uncorrupted extraction of the GPG files

GPG2JOHN — Converts the GPG private key into a format John The Ripper can read

John The Ripper — A free password recovery tool that can be used to find the GPG password

GPG — Allows us to extract the GPG file once we have the password

MD5deep — Creates MD5 checksums which help verify copies of the hard drive

CLAMAY — Antivirus that can check individual drives

Virtual Machine 2 — Emulation of Suspects computer

John Doe virtual machine — Demonstrates the extent of the suspects involvement with MRB

4.3) A screen or projector to ensure everyone can see the findings.

Appendices
KEY:

RED = MRB, , , GREY = CLEAN BUT
RELEVEANT TO CASE




Appendix 1 — Browser activity on 2" February 2005
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hittp:/ /Wy pagead/adclick?adurl=http://www.amazon.co. uk/exec/nbldus[extemal search%SFtag%SDmscnsnlutmn TA0Z2005
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http://pagead2. wdication. Zclient=ca-pub-0241683974610684&dt=1107353756202&Imt=1107353751&tormat=46{ 02022005
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http://isg10.casalemedia.com/\'2/40842/43608 02005
bald_eagle3ipg http://www.naturewallpaper.net/birdsLpages/imaged.htm| 02022005
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Audience Match Data Agert http://z.about.com/5/ad/am.htm?pid=about 02005 1422
Click Herel http://n479ad.doubleclick.net/adi/ab hubblss/hubbles _birding;sve=;site=birding;t=14;pc=1;td=0;ts=0;a=;sbj=pid512;kw=;chan=t 2005
Current Headlines 0022005 14.22_
OA022005 423
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Appendix 2 — “MRB Access of 2" February 2005”
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Appendix 3 — Browser activity on 3™ February 2005
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Appendix 4 — “MRB Access of 3" February 2005
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Appendix 5 — Browser activity on 9 February 2005
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Appendix 6 — “MRB Access of 9 February 2005”
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Appendix 7 — “Images from GPG File”
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Appendix 8 — All Documents
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canyon. Some visitoes to the Japancse Tool, such as belted
llqﬁtbrn and green and bl herans, might not otherwise

binds feet on both native savias and penstemons. and akio on
bind-pollinated plants from other parts of the workd. Aloes in
the Sonsthern African Area are pollinated by sun binds in their

the hovering feeding habit of the bummingbirds, which s 3
group are restricted  Noeth and South America. Noneche-
Tess, 2 & walk through this area a this time of the year
demonstrte, hurmingbindswile locsextnsivly and

stop in Strawherry Canyon. are
found in pare of the Ganken that more choscly approximate

" against other
Tnreding bunmen.
—Cbris Cermichael

sheir preferred habitas. Wren tis, California thrashers, and

Whes no v bt fom e icabets Homoesd (g

sl et ppader b claves . e oo

From Killing to Counting

Before 1900, Americans engaged in 2 holiday wradition
Known 3¢ the Chiistms “Side Hunt”, Poople woukd choose

Count began. In its first year, 27 poople participated, count-
ing, 18.500 individusl binds of nincry specics.

‘On Christmas Day 2000, 52,000 people participated in
1800 counts in the Uit States and Canada. They sighted
78,636.382 individual bids of 676 species! A cencury of bisd
counts has amassed 2 wealth of data which scientists use 10
monitor the bealh of bird specis, pinposnt and explain
trends, and devect the rise of envitonmental threats.

Along with throe ocher members of the Audubon Sociery,
1 came o the rich and varied habitats of the UC Botnical
Garden for this anoual count. We found 3 total of 226 indi-
vidualbirds of 38 specis,inchuding wich raitics 3 hermit
and black-throsted

—Dennis Wolff

D Chvis Camwicued, UCHG Mawage o Colleions
e sy binder, g i b inlades ¥ ennier W,

American Robin
Anni's Hummingbind 3
Stellr’ Jay

Bushiie 16
Golden-Crowned 1
Ruby-Crowned Kinglet 12
Yellow-Rumped Warbler 10
Towsend's Warbler 9
Western Scrub-Jay
Chestnue Backed Chickadee

White-crowned
Cooper’s Hawk

inned Hawk
Red breasted Sapnucker
Notalls Worndpecker
Hairy Woodpecker
Wrentit

Blackthrossed Gray Warbler
Hermit Warbler

and Horsiewtre, s ove of
Aucie

inds e o s Camden ad e reanrsps 1 she plans.
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National Anduben Seciery: The Sibley
Guide 10 Birds. writien and ifhasrsted
by Diavid Allen Sibley; A Chanticleer
Press Edition, Alfred A. Knopl. NY,
©2000; 544pp. Hexible Binding.
$35.00.

Mast visitors to the Garden come
10 see and suudy our special planes,
bt a surprising aumber abio come 1o
s the animals and binds which foed
and take sheler in the hospitable
environment. We have newts which
breed yealy in oar Jpancs Pool and

surprised 1o Jeam that we are on the
Audubon Society’s Hodine, 25 we
‘were several years ago when doseny of
visitors came 1 soc 3 rae bind sighted
in the southwest corner of the
Garden,

In past years, the Roger Tory.
nu.--. Fild e 0 Weser Bk

vet, and becoding bocaions, and bind
disribution. OF particular interest are |
the good introductory pages preceed-
ing cach family or group of fmilics
showing bird clisification and spe-
cation 13 lance.

In many ways the publication
of The Sibley Guide o Binds can be
compared 1o the publication of
The Jepson Manual: Higher Planes
of Galifornia  few s sgo.

Both were precceded by respect-
ol long-used references, It s
likely that the Sibley Guvide will
become the current aushosity
for binds, s the Jepam Mamal
has become for planss. But
kexp your worn, well-knved
ek guides bandy,For this

California Quail in the Ganden call
“putway-do” racher than the familisr
“chica-go” of okl, which we teach the

wchoal child

Saciety's
ol e s of Nort Amrica,
were secn tucked under the arms of
our ‘Garden Birders’. Now there is 2
e, up-+o-date fcld guide these bind-
s will wan @ own, alchough o sise
nd weight make it swhward to carry
in the fickd.
‘IESAHq(—‘ﬁ-MrﬁnAyu
user-friendly guide
600 wonderully deailed b

Descripiions and remarkes sccompany
the illustrations. removing, the need to
flip back snd forth between text and
pictures. The birds arc shown in simi-
ar poses to make comparisons
berween species casy. All important
plumages arc depicted and range maps

show migration rouis, urmines, win-

The Gianden Shap aloo corrier the
Jolloimg books relatd 10 the above

1 irds of Norbern Califrnia by
David Fix and Andy Bezener; range
maps by Don Roberson and David
Fix: Lone Pine Pub.. Renton,

WAB2000; 384pp. Paper. $19.95.

W Bindsof Sam Francixce and e Bay
Area. by Chis C. Fisher and Joseph
Morlan; Lone Pine Pub., Renton,
WA, ©1996; 159pp. Paper. $9.95.

W Comman Dragonflc o California, A
Beginmer’s Pucker Guide, by Kathy
Biggs: Asalea Creck Pub., Scb

CA, ©2000, %pp. Paper, $9.95.

_ PAVID AL gy

SIBLEY'S GUIDE TO BIRDS

8 Newss and Sclamanders, Everybing
about Selecion, Care, Nririon,
Discess, Breding, and Bebasior, by
Frank Indivighor with photos by
Richard D. Bartec; il by Michele
Kl Bridges: Barron's, Hauppaogs.
NY, ©1997; 128pp. Papes. $6.95.

Hrochures

W s of she UC Botsnical Garden,
UC Botanical Ganden Scaf. $1.00.

® Gusserfles of e San Francio Rey
Region, A County Species List, Sth ..

by John Stciner; San Francisco Bay
Wikdhe Soc, 1988 $1.00.

— &y Bode

Univerity of Csbornia Botanical Gandem at Bkeley

DIRECTOR'S COLUMN

Celebrating the Garden
Spring s here again! The hills are groen and spangled
‘with flowers. The wind is whipping across the coustl blufF,
and anyone with cven the slightent incination rwand gar-

dening has their hands in the soil. As | watch the seasons

march across the hindscape and think back to the past year,

Tm amased at the amount of progress we have 10 celcbeate

here at the Garden.
The

able. The new house provides the public with excclient visual
acce  the excting and sl plant forms in this collc-
tion while cnsuring their sccurity.

UC rescarchers are anxiously awaiting opening of the
Center for the Study of Plant Conservasion (CSPC) at the

Ganden. Although the lab is not yet finished, scicntists 2sso-
ciated with this center are alrady exploring 1 divesity of
questions related w plane conservasion. Richard Shefferson. &

the Center, writes in this issue about his

in supe
years, the hosticultural staff has done an it of main,

‘aining and buikding the collction. However, wi /
by Maruger of Calections and Hord
Carmichael, and better access 1o

h.«.ﬁwma.m...m,.*.. o
past the consenucrion. 9

e
«"%.i;"sz

Nt

o

~ pesich ‘kwﬁi:umdu ry,-.lﬁ.;,«r-. ey
~ sip il

E3 yeu hei cvalusions of the cfctivencss o the projects
yiscs will provide ceucialinformaton to cnsure that the
published matcrials will fit into different informal st

Implnlpmr,nmundmi gandens the

country. Ce these, and other partners, pro-

biologally and scenifically vahiable plants in our collee-
o, inchuding many lving type” specimens. Type speci
mens ae the. mdmduh 3 Gamis s 0

diverse program opportuniics thar strengthen
his and oeher sspects of the Garden's Eduction Progeams.

Cactm dwings by UCHG b, fish Fies Abowe:

|hx.zmmmnhz-ﬂLmdmlbm!mtuuphn~
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Our collsboration with Est Bay Munipal Usility
District, which resulted in our spectacular and inpovaive

contribution w last year's San Francisco Flower and Garden
Show, is now producing exciting new Garden inerpretation
materizls. Garden staff and dedicated vohuntecrs worked with
EBMUD staf t0 develop an cxtensive and well-received tour
of Planss for Watcr-wise Gardening, (See the Education
Dircctor's column for more information about this tour)
“The tour tskes sdvantage of our diverse and outstanding col-

pradustc student assscant,
voucher 274 plants in our

With all thi happering s year one might sk whether
Garden staff has had time 1o flan very far into the futue. In
fact, we have embarked on the carly stages of suategic plan-
ning and, as the first round of construction nears comple-
tion, we will continue to move forwand on this very impor-
nt project.

— Hlln Simms

8 The larvac of the diamond back moth can be a scrious pest
for members of the cabbage family. including cabbsge, broc.
coli, collards, kale 2nd others. The insccts are becoming resis-
tant o Be, which has been used widely
control the insect. A researcher in Horida
larvac of the moths prefer
ly ferilized collards
more than on any other members of
the family. Fiekds of crucifers to be
protected are surrounded by a c
of specially weated collands, resulding
in a reduction of sprays from 75 t 100%. In ddi
-tion, a naturally oceuring parasitic insect of diamond
 backs b up in the collnds, and this helpod conrol them
in the desired crop. Agricultursd Rewcarch 47 (3): 26.

8 The old workd feen, (Lygedim microphyllum), introduced
into Florida in 1950, now covers over 40,000 scrcs. In the
last 6 years, there has been 3 100 fold increase. A single leaf
can be 100 fect long, Fortunatcly, it s belicved that the plane
will ot mave farther north than central Florida. American
Naurseryman 191 (3): 10.

8 Faphorbia el an introduced specics in the northern
midwestern staes, has colonized vast arcas of marginal and
non-agsicultural Land. displacing many beneficil plant
spexics. In addition, it s twxic to shecp, catdle and horses.
Recendy. 3 gall midge was relessed which produced gall on
the stem tips resuling in their destruction, thus preventing
flowering and sced production. The insect may produce 3 or
4 gencrations in a season though the frs generation pro-
duces the lrgest number of adults. It s these that can be har-
vested and wsed for new relcascs. Hinlogical Comtrol 16(2):
128-132.

Robert D. Raube

Univesity of Calfoenia Bocmical Ganden at Berkeley

e Overlooked Equation

When | was an undergraduate living in Chicago, | volun-
teered 3t local county nature preserves t help restore Ilinois’
endangered prairics, stvannas, and werlands. Very ofien. my
work involved monitoring the endangerad plints that grew
in the arca, expecially the imperiled populstions of native,
wikd Iady’s slippers.

The lady’ slippers we all know and love (Piphispedituom
1pp.) are ropical. and have been propagated and hybeidized
for many years. Should you ever see 3 lady’s sipper of the
genus Gypripedium on display 3t a nursery, be warned — it
was mast likely seolen from the wikd. Cypripedioid lady’s
slippers grow on the wikd Lands of North and Central
America, Enrope, and Asia, and have not boen propagated
successully at all. Yet, s we have scen in other endangered

15, propagation is very often integral w successful
resweation.

Why has propagation becn so unsuccessful? The biology
of oechids, cxpecially the rare terrestial orchids that evolved
in the temperate regions of the workd,is very complex. Tn
fruiting structurcs known as pods, they produce thousands
0 millions of seeds no longer than  single millimeter, and
half that in widdh. These seeds very rarely survive t produce
2 mature plant. and this scems w be why they have cvolved
 proxduce so many sceds all at once. The seeds scatter in the
wind and find 3 new place w settle i the soil. Once the
winter snows and rains are over, they imbibe water, and then
they just sit. Why? Because they cannos progress any further

GARDEN

SUDDEN OAK Dm,.mwﬁu-d

borviculsuria, Roge Raicke.

in their development withoo the sid of 3 sil-inhabiting
fungus. The orchid family is one of the few plant familics
that deperds completely on soil fungs for germination. This
kind of intcraction s called “mycorrhizal,” and requircs
some more explanation.

A mycorrhiza is an interface of two organisms — 3 plant
and a fungus. The fungus, which can be one of many differ-
ent specics, grows through the soil 2s a mass of tiny fla-
ments known individually 23 hyphse, forming a hyphal net
work called 3 myeclium. The fungus grows outward, looking

NOTES

among gardens to share duplicates of collctions, providing

'CHANNEL ISLAND VISIT.... Horticulturist Nathan Smith.
accompanicd Seeven Junak, of the Sants Barbira Botanic
PSR it

“Trager. Curator of Desert Collections at the Huntington,
collections of South Afi i

Garden's Afican Arca.

3 A s of Charnel Frogram ot UC: Davsfund-
sdands offthe ezt of outhern California. They were con-
ducting, p d i pls was _qupu:-n.yd‘w.uq_.nu—.
o ol abforian A

4

GARDEN SHARING... CataoeHlly Fsben,disibuied d B Ln.,.. Py
duplicates cpiphyti concof DNA sasljecs Koootz. Baker’s

for mew patches of resources to digest and absorh. Part of the
mycelium grows into the root system of a plant, penetrating
the root tissuc escf, and “colonizes” it. Other parts of the
same mycelium grow far beyond the range of the plant’s root
system, and collect nutrients such 3 phosphorus and calci-
um. Amazingly, the mycelium then gives the plant vase
quantities of these nutrients, which are very ofien limiting o
the plant’s growth. But the fungus does not do this out of
the goodness of its fungal heart! It gets a very valuable com-
madity from the plant: carbon. The plant prochices sugar in
its photosynthetic leaves, and it now appears that, on aver-
e, at least 20% of all the sugar produced by the plant goes
1 the fungus, This makes sense: the plan is imited much
more by phosphorus, calcium, and other mutricnts than car-
bon. Hence, the fungus and the plant scem 1o exist in a
mutually beneficial system.

The importance of mycorrhizac is cvident in the fossil
record, which shows that the first land plants (now thought
10 be Rhywia species), growing roughly 500 million yesrs
g0, actually had mycorthizal strucrures in their roots.
Indeed, current estimates suggest that 90% of plants are
mycorthizal - a sinsstion that dlearly displays the importance
of this unusual interacion,

‘Which brings us back to the orchid. Orchids are unlike
sy other plants. We are discovering that this is true in their
biology as well as in their acsthetics. Orchids break al the
rules, With most plants, germination and growth are possible

larkspur is one of several endangered and rare California

through is partcipation in the Center for Plant Conser-

vaton. D. Koo suicd th gevs Depbiiam foc bi ds-
He is now 3¢ v

the Hlinois Natural Hiswory Survey.

We extend a warm welcome to

Ms. Lesle Worniak who has

without fungi, although the plant will generally be stunted
throughout its life. But orchids do not appear o grow with-
out these organisms. Although some orchids can be cultivat-
able in the Isb under very specific conditions, these orchids
gencrally grow poorly relative to theis wild-grown kin. More
and more we find that most orchids cannot cven germinate
without 3 fungus.

Why should this concen us? The kind of interaction
that orchids exhibit with mycorchizal fungi i very different
from what we are used 10, and this has imporcant ramifica-
tions for propagation, and ultimately restoration. First of all,
we have as yet not seen any evidence that orchids donate car-
bon to the fungus. Second, we have found that as seedlings,
and in the casc of the non-photosynthetic “ghost” and
“phantom’” orchids, orchids even extract sugar from the fun-
pust Thid, orchids are very particular bout which fungi
they will associate with, and it appears that they choose fungi
that are ycontial, of sruetiesevn ptbogesic. o bl
trees and other plans. So, these unusual planes i

University of California Botanical Garden at Berkeley

EDUCATION AT THE GARDEN

acaquire their sugar from other plane in the ccosysiem.
Fourth, orchids native to the northern temperate latitudes
generally stay within the soil 2 seedlings for many years
withou developing any lcaves, relying on mycorchizac for
complete nousishment. Finally, cven mature, photosynthetic
orchids choose ot 1 break the surface and sprout leaves in
some growing seasons. This happens particularly often in
lady’ sipper populations. In my Midwestern study stes, |
ave found that ady's sippers can stay belowground like this
for many years without interruption, while sl growing
more root and rhizmme tissuc. Other researchers have found
very solid evidence that this *dormant” condition can last for
25 years or more. Considering char lady’s sippers have very
low sugar reserves,this s an amazing fear.

The key, then, 1o understanding what can be done o
restare native orchid populations, which are in decline 2l
over the workd, s t explore this overlooked equation: orchid
+ appropriate fungus + appropriate conditions = sccessful
growth.

It an cxciting wpic. We are now beginning t under-
stand the naure of his puzzling interaction, and modern
scientific methods and tools, including molccular techniques,

9 carbon-isotopes, and and
i theory, are helping us in tackling major environ-
mental questions. My rescarch is an crample of the conserva-
tion issues which will be investigated by Cal sientists and
praduate suudents at the Garden's new Center for the Study
of Plant Conservation.

—Richard 1! Shefferson

One goal of Maditerrancan
the Education maquis, with their
Program is to winter rins and
encoursge visitors summer drought
w discover the are but 2 few of the
Gardenis magnifi- parts of the workd
cent collection and that have vaker-con-
wlook at plants scrving plants simi-
from new perspec- lar to California’
tives. While our chapamal. Most of
sessonsl self-guid- the plancs on this
o tours showease tour have been in
differene planes in out collection foe
their pesk flower- many years. They
ing or display sea- will ive you a good
sons, other idea of what that
beochures focus on s tore secdling in the local
. e . s warscry will ook
(Chinese modici- Crslifysogaotis ot et i oace i ps
nal herbs) or spe- ..,..._..hu_,;, s csuablished in your

cial collections
(serpentine plants). Building on the interest gencrated
through our successful collboration at las year's San
Francisco Flower and Garden Show, the Botanical Garden
and the East Bay Municipal Utility District (EBMUD)
have scamed up again. this time o develop a sclf-guided
tour in the Ganden. This interpretive tour of the collection
focuses on plines dhat grow successfully in the Bay Area,
b use itk water

people have no idea how much water their garden
needs. The typical Bay Area residential Landscape is irrigated.
enough each year to flood it six foet decp. This s at least
wice s much 2 plants necd for healthy growth. Using
water-efficient plants and creative dosign., local gardeners
can create 2 garden thar thives on fitde more than natuesl
rainfall. Properly designed. a water-cfficient ganden is casicr
10 msintain than one that is over-watered. It requires less
weeding, pruning, mowing, fertlizing, and pest control.
T s berter adapted to flucusations in rainfall and scasona!
changes. There s no one way t create 3 water-efficient gar-
den. The Botanical Garden i filled with 2 plethora of excit-
ing possbilites from around the world.

“This walking twur of the Garden introduces you
some of these beautiful plants that thrive in the Bay Arca.
Californis's chaparealis out local community of drought
wlerant planss. The climate and plant communitis in
Chil’s mattoral, South Africa’s fynbos, and the

&
“This new publication is the collsboration of the Garderis
horticultueal, educationsl and communicatioas saff working
with three knowledgesble and dedicated docents — Barbara
Lys, Katheyn Welch and Alson Mills. Afier hoars of walking
theough the Ganden and conversations with horticulturiss,
Barbara. Kathy and Alison wore fascinating plant historics,
horticultural information, name derivations 2nd cthnobor-
anical information into storics for more than 100 plants. A
ot of give and take occurned s the Ganden saff veed the
information from diffcren perspectives. Weeding out some
plants chat we allloved but which did noc fit all the criteria
was one of our biggest problems. Plants inchuded on the wur
wse little water, are available (or coubd be available) in the
horticulure trade. and are not weedy or endangered.

“Ten thousand preview versions of the wu are availible
this Spring: i the Garden, a this year's San Francisco Flower
and Garden Show and at Earth Day events. Over the next
several months, Education staff will be collecting evaluations
from visitoes. This information wil be wsed 1o improve the
final version of the brochure. | invite you o come 1 the
Ganden, go on the tour, and give us your feedback.

We are gratcful foe EBMUD's participation and support
of the process and production of this new cxciring self-guid-
ed tour of the Garden.

—Jemmifer Mesce Whise:
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Research at the Garden

Ms. Ruth Kirkpatrick, disscriation susdent with
Prof. Brene Mishler, UCB Depr. of Integrative.
Biokogy. received frands of several xerophytic ferns for
 eourse project on dessication wlerance.

Ms. Nancy Kiang, disscrtation sdent with Prof.
Dennis Bakdocchi, UCE Depe. of Enviranmental
Science, Policy, and Management, tested a saps low
sensor on 3 Garden oak for several weeks priof 1o
using it in the fickl.

Jessica Messmer MeAbce, praduate student 3t
UC Davis with Prof. Charkes Gasser, visited 10 obtain
curtings of Impasiens bovkeviens and Ioapasiens
halkaminifers for her graduste swdics in ovule diversi-
fication in the

D Susana Magallon, UC: Davis, pos-doc with
Profs. Michael Sanderson and James Doyle, reccived
a wide range of species for their study of seed plant
phylogeny, the age of angiosperms, and the crolution
of pentamery among basal eudicots,

Ms. Jodi McGraw, dissertation student with Prof.

The Garden recenty provided research maresials w these
individuale

Ms. Eden Abram, dissertation student with Prof. Donald
Kaplan, UCR Dipe. of Plane Bioksgy launched her sudy of
comparative morphology of succulent, drought-tolerant
plants. She will be using the desert collections for illustration

purpascs.

Prof. David D, Ackerly, Stanfiord Universit, again visited
0 collect many species in the Rhamnaceac (buckthorn fami-
). Heis looking at the evolution of the "evergreen sclero-
phyl” stzncgy in California chapareal, The project is 1o
cxamine cach of the major taxa in comparison with their
clase relatives from non-chaparral habitars, employing a phy-
logeneic spproach where pusible.

D, Stephen Burgess, post-doc, UCE Dept. of
Environmental Science, Policy, and Managemen, used the
Mather Grove fo an investigation of the basic physiological
coology of redwoads with the aim of relaing climaric and
hydrological facrors with the growth and distibution of
Sequoia sempervirens (Coast Reshwonl). They are particularly
interestod in quantifying direcs foliar absorption of fog waser Wayne Sousa, in Integrative Biology completed her
by redwoods and desermining its role in mitigaring drought s0il sced bank study in the Garden's escarch grec-
and allowing rshvosds o t0 cxreme heighis, This house.

y wil principally involve aap Prof. Rei Rasmussen, Oregon Graduate Instinse
flow meters 10 gauge paricens and amounts in Beaverton, Oregon, visited the Garden w colloct
of water ransport in branches and stems caissins from several nak specics for his seuly o ter-
of redwoods. pene release by oaks.

Prof. Todd Dawson's chss, Me. Andrew Salywon, dissertation student at
Phyisogical Hant Ecology, Arinona Siate Universit, is working on the molecular
systematics of the Myrtsceac family. He received cut-
ings of Fagenia capul, Austromyrtus duici
Myroeugenia chrysocarpa, Syeyghum jambos, and Ugni

maolinar.

Ms. Caroline Stramberg, dissertation suadent at
UG Berkeley, Department of Integrative Biokogy,
received dozens of specimens and associated herbari-
um vouchers for development of 2 phytalith reference
collection.

1, Nori Yoshilkawa, a post-doc at the University
il i collec Hibberia

. an prncearum. His
main object i 0 find where i the phylogeny of
angiosperms particular gencs (she RP2) are duplicared.

— Haily Forber

ditions during the Spring
Semester.

Prof. James Eckenwalder,
University of Toronto, reccived leaf
bases of Zamia integriflia. These
were plants used by Dr. Robert
Omduf for 3 study published in 1996:
Gender peformance in 3 culivated
cobort of the cyead Zamia i
(Zamisceae). Amer. /. Bor. §3: 1006-1015.

Mz Taylor Field, dissertation student at
Harvand, visited 1 take cuttings of primitive
angiospermns for his projoct (Chlomunebus, (licium mexicanum,
Mliciums sixmorei, Schisemdra bewryi
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WISHLIST
The Garden paricularly
thanks Dr. and Mrs. David
Reifiel for their contributions of 2.
safa and a projector for the new
Center for the Study of Plant
§ .

“This s we are asking our
readers if they could suppart us
by donating:

A "point and shoot” camera

- Card wbles

you can donate, please call
[im) M}z‘l!?-u would
appreciate the help.

‘Speing 2001 n

CALENDAR OF EVENTS

TREES AND SHRUBS OF CALIFORNIA

Launch 2 new book from Urivenity of
o by

are plessed 10
et . e s ke ot
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Various members of the Garden staff were rocently recognized and Toucnos
applauded for their many years of service. Dircetor Ellen Simms commented | D Joilr Whae, i Dimtr i Fsion
that the Garden is the cavy of many campus units for the longevity of its - [y
staffl Univensity scrvice award pins were given to Holly Forbes, Gerald FACULTY ADVISORY COMMITTER
Ford. ey Paonsand Nancy Swerengen for [0 s of it o o g By
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Noteworthy Donations...
“The Garden Library received several donations of books and journals.

Mes. Mary Lynn Cox donated over 130 books on garden design, horticul- Pl Calcions

tre, and botanical subjects. Mrs. Myrtle Wolf, donted a complete run of Tows el 6423352

Pacific Horticulrure Magazine, many issucs of the Journal of the California Volumsoons 6431924

Horsiculeural Saciety. seversl volumes of the Bullerin of the American Rock Fa 6125065

Garden Society, the exrly issues of The Four Setsons (journal of the Regional Lzl omsmrmerm e

Parks Botanic Garden), and Fremonia (journl of the California Native < z

Plant Saociety), among ochers. Additional donations of books for the library “The Newleter s pablidh by dhe Unisity of

were made by M. Sonja Altena and M. Louise Duston. Thank you very '-"‘-—'—‘-".—u';:__lh

much indeed! Asticles may be repeinsed with crdit .
mitbors and the UC Bocancal Gardhon.

Sarurday June 16, 2001

Your r

eservation will be acknowledged bY

postcard. Please bring postea”

d to the event.

o registar for any program or event®, call S10-643-2755.

Univeniy of Cabfornia Botanical Ganden Address Scrvice Roquested Nongrobit Org.

200 Cesmeanial Drive, #5045 US. Pt

Berkeky, Cabornia 94720.5045 PAID
Univeniey of Caifornia

Plants are for sale at The Garden Shop all year. Call 510-642-3343
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Birding Guide
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Welcome to the
Casual Coast, along
the southern shore
of Lake Michigan.
Home to the

N 1 Indiana Dunes
“Rase-breasted Crosbeak National Lakeshore,
the Indiana Dunes
State Park and the
most diversified
flora and fauna in
the Midwest, the
dunes are comple-
mented by several
nearby inland
Baltimore Oricle nature preserves.
Together, they
provide a unique
haven for birds and
birders that will
make your stay on
the Casual Coast
both enjoyable and
memorable.

|
Marning Doses

TABLE OoF CONTENTS

BRD MIiGRATION TO THE DUNES ...ccvcuvnsencscncaraens 7
WEATHER EFFECTS OF BIRDING.....cuvueususussssessssssenss 2
Rapror FLicHTS 2
BRDING STTES 35
ACCOMMODATIONS CHART cuvuvuversssensnsesessasssssssssens 6
PorTER COUNTY M4P 7

WELGOME 10 BIRDING e visvisisissssssdoissnsinsasiviisass
PorTER CoUNTY BIRDERS CHEGLIST .
AGNOWLEDGEMENTS

BIBLIOGRAPHY
Photography provided by David Oberst

20



Bezz o S S

- N - ———

21



02386202.pdf

AROUND PERTH

Numbe! b in a series of
Bird Guides of Western Australia

Birding Sites Around Perth is a comprehensive guide to Perth’s best bird watch-
ing sites, including Kings Park, John Forrest National Park and Rottnest Island.

This revised and enlarged edition describes forty-six sites within a 60 kilometre
radius of the city, with excellent location maps, lists of birds regularly seen, and
notes on species of special interest. Also provided are suggested bird watching
tours for local enthusiasts and visitors, and a wealth of information on endemic
species. Over 200 birds are featured in 165 pages.

Illustrated throughout with colour photographs and pencil drawings, Birding Sites
Around Perth is an 1lent introduction to bird hing and to Perth’s wildlife
heritage.

Copies of the book are available for purchase from the Birds Australia office
during office hours or available by post.

WHAT IS BIRDS AUSTRALIA?

Birds Australia is a non-profit national organisation working for the enjoyment,
study and conservation of Australia’s birds. The WA group of Birds Australia has
members statewide and offers a variety of activities for members, including
conservation and research projects.

Activities and services include excursions, camp-outs, bird surveys and social
activities. We also have a library, books for sale and information about birds.

To view our full range of bird guides and bird lists, visit our web site.

INTERESTED?

Contact us at:

Birds Australia Western Australia Inc.

71 Oceanic Drive

Floreat WA 6014  Weekdays 9.30 - 12.30 pm

Phone: (08) 9383 7749

Fax:  (08) 9387 8412
Email: birdswa@iinet.net.au
Web:  birdswa.iinet.net.au
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An Insider’s Guide to Enjoying Your First Birding Field Trip

by Pete Dunne

Field trips are a lot like going to a dance, and there are two
schools of thought. You can just waltz onto the dance floor and let
the other person lead or you can learn a few basic dance steps
beforehand. Here, for those who want to get a jump on etiquette, are
some of the basic rules of the birding field trip. Learn them, and
you'll spend more time birding and less time tripping over your feet.

¢ Rule 1 - Never miss an opportunity to use a restroom.

Your capacity for birding may be limitless but your bladder is not.
Some leaders are generous with their planned rest stops; some are
miserly. Whenever the group arrives at a planned rest stop, take full
advantage {and mind your coffee consumption between stops).

e Rule 2 - Familiarize yourself with whatever pre-trip information is
sent.

Most organized field trips come with instructions. In the pre-trip
material, you will almost certainly find the answers to your most

pressing questions: dress, equipment needs, time commitment, lunch
plans. Being prepared is the first step toward having a great time.

Re: Clothing. Rule of thumb: In winter, if in doubt, just bring it.
In hot weather, cover up for sun protection-this means hat, long-
sleeved cotton shirt, long pants. At any time of year, avoid bright
colors, particularly white. In the universal language of wild
creatures, white means "Danger! Watch Out! Hide ! It's not the
message you want to send.

e Rule 3 - Don't be late.

When you join a group, you sacrifice a measure of self-determination.
One of the quickest ways to annoy the group leader and everyone else,
is to arrive late and delay the group's departure.

* Rule 4 - Don't wander off.

The second quickest way to annoy the group leader is to wander off.
You don't want to be left behind and you don't want to be the focus
of an unnecessary search. If you plan to leave the group, for a short
time or for the balance of the day, be certain you inform the leader.

It is in your interest to stay close to the leader and the more
experienced members of the group so that you can rely on their
knowledge and bird-finding skills.
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Staying close applies to car caravanning, too. The rule of thumb is
one car length back for every ten miles per hour of velocity. Thirty
miles per hour; three car lengths behind the bumper ahead of you.
Sixty miles per hour; six lengths. Don't trust yourself to keep the
pace? Don't drive. Car-pool with someone else.

* Rule 5 - Come prepared.

If the trip involves driving, make sure you have enough fuel to see
you through. If the instructions state "bring lunch," don't assume
that you'll be able to stop at a convenience store to pick up a
sandwich. Do that, and you'll likely be eating alone.

e Rule 6 - Check out your equipment before the trip.

The single greatest frustration first-time trip goers face in not
inexperience, but rather the lousy or malfunctioning equipment -
usually optics.

If your binoculars aren't working, ask whether a loaner is available.
It you don't own binoculars, do not rush out to the nearest discount
store and buy some for the trip. People who do this usually end up
with instruments they soon replace. Borrow binoculars for the trip.
Use your field trip experience to see what instruments experienced
birders are using in order to make an educated purchase later.

e Rule 7 - Speak Softly.

Human voices put wildlife on alert. Talking may also prevent a leader
from hearing songs or calls and keep you from hearing instructions.
Field trips are social and conversation is part of the field trip
experience. If you want to converse, do so in whispers or stand away
from the group.

* Rule 8 - Keep motion to a minimum.

More than sound, birds react to motion. In close proximity to birds,
don't move quickly and above all do not advance until the leader
gives the word. Want to draw the ire of a group? Walk toward "the
bird of the day" and scare it away.

e Rule 9 - Don't monopolize the leader.

Sure you have questions. Sure you want to get to know the leader, and
you want them to come to recognize your wonderful qualities, too. One
of those qualities should be deference, because everyone in the group
shares your ambition. Deference extends to use of the spotting
scopes, too.

When the leader trains his scope on an interesting bird, and you were
first to get a glimpse last time, defer to others the next several
times. No matter what your place in line, first looks through a scope
are quick looks. After you get an identifying glimpse, step quickly
aside for the next person. If the bird is moving, reposition the
scope so the next user won't have to pan back and forth. After
everyone has had their glimpse, more leisurely viewing is possible.
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* Rule 10 - Do ask questions.

Leaders want to share their knowledge, and questions are the catalyst
that unlocks it. Don't be intimidated by what you don't know or what
you presume that others know. Chances are your question is shared by
others in the group. You may not be the leader, but if you trigger
the answer to a question that some other member of the group was too
shy to utter, you'll be their hero. That's it. All you need to know
to get the most out of your first field trip experience. If it seems
like too much to remember, Jjust remember Rule #1. At any other time,
there will be someone else around to ask for assistance.

This guide has been reproduced with the permission of Pete Dunne.
Minor editing by Ron Bourque.

Birdwatching.doc
BIRDWATCHING IN THAILAND
Feathered Magic from Mangroves to Mountaintops by Antony Lynam

One of the great attractions for nature tourists visiting Thailand is
the diversity of environments extending across mountain peaks,
lowland rainforests, mangroves, coral reefs, farmland and urban
jungles. Within a day, or even a few hours travel, one can easily
make the transition between these places and witness natural marvels
large and small.

For wildlife enthusiasts no group maintains interest and pleasure
more than birds. While special efforts are required to see in the
wild charismatic species such as elephants and primates, birds are
found across the entire spectrum of environments from pristine to
severely degraded areas.

Part of the attraction for birds lies in their diversity. Nine
hundred and seventy eight bird species have been recorded in
Thailand, approximately 10% of the world's total. At the Isthmus of
Kra between latitudes 11° and 13°N, a major biogeographic transition
between Indochinese and Sundaic forests produces a special diversity
of birds with a total of 152 species of birds reaching the northern
or southern range limits of their geographic ranges.

Two-thirds of Thai birds are residents, the remainder are seasonal
visitors. Locations where migrants congregate, often in large
numbers, are highly accessible making Thailand a special destination
for birdwatchers.

Many birds are susceptible to human disturbance because they have
small geographic ranges, a result of specific habitat requirements.
For example, Deignan's babbler - a non-descript forest bird is found
on Doi Chiang Dao and nowhere else in the world. Gurney's pitta are
only found in lowland rainforests. Fewer than 30 birds remain in the
last known population in Thailand at Khao Nor Chuchi, Krabi. Efforts
by local and international conservation agencies strive to increase
protection efforts and reafforest areas encroached by rubber farmers,
though time is running out. With approximately 20% of the birds found
in Thailand being globally or regionally endangered species, this
makes the country a birdwatching haven for bird enthusiasts.

IDENTIFYING BIRDS
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Birds are distinguished first by their size and shape. They range
from diminutive flowerpeckers, sunbirds and white-eyes, about the
size of your index finger, to lanky storks and egrets that stand
almost a metre tall, and Green peafowl with its spectacular 2m tail.
The form of the beak offers vital clues about the bird's diet. For
example a thin curved tube for sipping nectar or a sharp hook for
tearing flesh. The pattern and colour of plumage can tell apart the
sexes as in pheasants where males are bright and striking, and
females are drab and dowdy. By far the most useful character for
identification is a bird's voice. This is especially true in forests
where on average 90% of birds are hidden from view. The most
experienced birdwatchers in the tropics know their songs and calls.

BEST TIMES TO SEE BIRDS

The nesting season is a good time to be watching birds. During this
most active time in a bird's life a variety of vocalizations and
behaviours are exhibited. In Thailand, as in other tropical
countries, the nesting season coincides with the period when food is
in abundant supply. A bird expends much energy in courting, mating,
incubating eggs, defending a nest and feeding offspring. Most birds
nest during the transition between dry and wet seasons when new
leaves and grass shoots sprout. This occurs from February to June.
Certain birds depend on the availability of water and nest throughout
the rainy season.

Migrants are best observed during their passage into or out of the
country, or as they pass through on their way to other places. Most
conspicuously, half a million ducks spend their winter in Thailand,
feeding and resting in watery roosts from Chiang Saen to Thale Noi.
Thousands of garganey and Lesser treeduck flock during January and
February.

Shorebirds like sandpipers, stints and plovers migrate long-distances
between nesting grounds in Eurasia and tropical Asia and wintering
grounds in Australasia. They stop to feed in Thailand's mudflats and
mangroves during September to May where they stock up on
invertebrates and crustaceans. During October, the southward
migration of hawks over peninsular Thailand is an avian spectacle.
Chinese goshawks, Japanese sparrowhawks, crested honey buzzards,
black bazas, and others are seen coasting on thermals in their
thousands daily. Less conspicuous is the blue-winged pitta, a ground
dwelling bird that arrives with the rains to nest in deciduous and
bamboo forests, and escapes the hot season for the wetter forests of
Malaysia and Sumatra.

WHERE TO FIND BIRDS
Given that many birds are denizens of certain times, places, habitats
or seasons, the amateur naturalist can remember them by association.

PARKS, TEMPLES AND GARDENS

Some species like barn swallows, magpie robins, mynas and starlings
can be found around Bangkok and environs. Lumphini Park, a heavily-
used green area in the city centre supports a variety of birds with
over 90 species having been recorded there. Temples near Bangkok and
Ayutthaya preserve pockets of the natural landscape including birds
such as black kites, parakeets and woodland birds that are
characteristic of the habitats.

RICE PADDIES, MARSHES AND PONDS
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Rice paddies, marshes and ponds away from built-up areas support
breeding populations of Asian openbill stork and many other
waterbirds.

Key sites: Suphan Buri-Ayutthaya and Beung Boraphet.

PEAT SWAMP FORESTS

Almost the last vestige of Thailand's peat swamp forest at Phru To
Daeng or Chalerm Phrakiat Wildlife Sanctuary in Narathiwat supports
Lesser adjutants, a kind of stork, along with several birds
characteristic of Sundaic forests.

LAKES, RIVER SANDBANKS AND REEDBEDS

Lakes, river sandbanks and reedbeds preserve unique assemblages of
wintering waterfowl and perching birds.

Key sites: Chiang Saen, Fang Hot Springs, and Thaton.

AGRICULTURAL LANDSCAPES

Agricultural landscapes across the country support species that
tolerate human presence and include kites, rollers, bee-eaters,
coucals, weavers and bulbuls.

SANDY BEACHES, MANGROVE AND TIDAL FLATS

Sandy beaches are attractive to tourists but are barren habitats for
birds, while little-visited mangroves and tidal flats that are rich
in nutrients and microorganisms, are favoured feeding haunts for
migrant waders. Some birds like the Brown-winged kingfisher and
Mangrove pitta, are entirely restricted to mangroves while Mangrove
whistlers and flyeaters rarely leave the area.

Key sites: Samut Sakhon, Ban Laem in Petchburi, and Krabi.

OFFSHORE ISLANDS

Offshore islands such as Phi Phi, Libong, Surin and the Similans
support fewer species than similar sized mainland habitats but some
such as Nicobar and Pied Imperial pigeon are entirely restricted to
these refuges.

SEASCAPES

While there are fewer seabirds in the warm Thai waters compared with
those in the northern and southern hemispheres, frigate birds, skuas,
boobies, and terns are among the rewards for marine birders.

FORESTS

Most resident Thai birds depend upon forests for their survival.
Rainforests in the extreme south support the greatest avian
diversity, while seasonally dry dipterocarp, mixed deciduous and
evergreen forests in the centre and north.

Key sites: Khao Yai National Park, Kaeng Krachan National Park, Khao
Soi Dao, Nam Nao National Park, Khao Nor Chuchi, Ban Nai Chong, and
Hala Bala Wildlife Sanctuary.

MOUNTAINS

Sibias, minlas, and laughing thrushes are relatives of species found
in the Himalayas and southern China, and can only be found in
mountain forests. Following surveys of high mountain peaks in the
last decade, at least 20 new species or 2% of the total have been
added to the lists for Thailand.

Key sites: Doi Pha Hom Pok, Doi Chiang Dao, Doi Inthanon, Doi Ang
Khang, and Doi Suthep.
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By visiting these enchanting destinations, travellers can appreciate
the avian wonders that Thailand offers and better understand the
importance of the wild and not so wild areas that preserve them.

Contact information:

Bird Conservation Society of Thailand (BCST) *

69/12 Soi Ramindra 24, Joorakaebau, Ladprao, Bangkok 10230, Thailand
Email: bcst@boxl.a-net.net.th

Tel: 66-(0)-2943-5965

Web sites:

www.bcst.org/index ebird.html

www.thai.net/bcst

* The Bird Conservation Society of Thailand (BCST) is a BirdLife
Partner

Oriental Bird Club (OBC)

c/o Uthai Treesucon, 723/1 Mu 2 Soi Ram Intra, Joorakhaebua, Bangkok
10230.

E-mail:

utree@loxinfo.co.th

mail@orientalbirdclub.org

Web site: www.orientalbirdclub.org

Wildlife Conservation Society - Thailand Programme
P.O. Box 170, Laksi, Bangkok 10210

Tel: +662-503 4478, +662-503 4479

Fax: +662-503 4096

Email: thailand@wcs.org

Reference information:

Field guide

Robson, C. 2002.

A field guide to the birds of Thailand.
Asia Books, Bangkok. 272pp.

TAT PUBLICATIONS ON NATURE TOURISM

For more information on birdwatching in Thailand, please refer to the
following nature tourism guide books in the "National Park" series
published by the Tourism Authority of Thailand as part of the Tourism
and Employment Creation Plan implemented under the Social Investment
Project.

KHAO YAI: DONG PHAYA YEN FOREST RANGE
ISBN 974-8252-70-1

KAENG KRACHAN:
Amazing Forest of Phetchburi River
ISBN 974-8252-72-8

KHAO SOK

Fascinating Limestone Mountains Amid The Verdant Forest of Surat
Thani, Thailand

ISBN 974-679-099-4

DOI INTHANON - DOI SUTHEP
The Himalayan Springs of Thailand
SBN 974-8252-67-1

PHU LUANG

The Kingdom of Plants
ISBN 974-8252-73-6
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BIRDWATCHING TIPS

Consult field guides, checklists, and maps prior to arriving at the
birdwatching destination.

Dress in colours that blend in with the surroundings.

Bring appropriate equipment such as telescope, bird guide, and a
notebook.

Plan to arrive at the destination at sunrise when birds are first out
in search for food and are most active.

Walk slowly stopping at intervals to listen for calling birds.

Look for the birds in thickets, on the branches of trees, and on the
ground.

Avoid talking, smoking, or walking on dry leaves, all of which will
scare birds away.

CONSERVING BIRD DIVERSITY

Across the world, humans coexist with birds but human activities
often affect the survival prospects for birds. Forty-eight species of
birds found in Thailand (5% of the total) are globally threatened by
the loss or disturbance of their habitats, food resources, and
breeding areas, and by other human actions, and so require special
conservation attention. A further 97 species (10%) are potentially
threatened if current trends persist.

In Thailand, 101 species (10% of the total) are hunted as pests, for
food or for the pet trade and are directly threatened by humans. The
list of hunted species includes waterbirds, birds of prey, pheasants,
parakeets, pigeons, hornbills, pittas weavers, bulbuls, and other
forest birds. Worldwide the trade in birds includes 2,600 species and
several million birds each year. Ten percent of threatened birds
worldwide are affected by the bird trade.

There are a number of ways in which the numbers and distribution of
threatened birds are being restored. Habitat conservation programmes
are an important mechanism. Feeding habitats for seasonal migrants
are being preserved by incorporating mangroves and coastal tidal
areas in marine protected areas. Lowland forests that support
Gurney's pitta and other diversity are being protected and a
reafforestation programme planned. Preventing encroachment around the
edges of parks maintains the integrity of forest blocks used by the
majority of native birds, including migrant raptors and songbirds.

In most cases, preserving and protecting natural habitats can bring
back even highly endangered populations of rare birds. These measures
are relatively cost effective to implement. As an example, a 3-year
Khao Yai Conservation Project preserved over 2,000 sq km of wildlife
habitat, discouraged poaching, and provided employment alternatives
for local forest resource users, at an annual cost of 7 million baht
(UsS$171,000) .

For critically endangered species, whose populations are extremely

small, and whose survival in the wild is uncertain due to factors
that simply cannot be controlled, other more costly measures such as
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captive breeding, are being considered. Captive breeding is risky
because birds need to be recovered from the wild to establish
breeding populations, and injury is possible. Some species do not
breed well in captivity because their natural courting and nesting
behaviours are no longer possible. Strict controls on who is allowed
to breed endangered species, registration of individuals, and
enforcement of laws so that commercial sale is not possible, need to
be adopted. Without these controls, captive breeding programmes
cannot succeed.

HOW YOU CAN HELP IN THE CONSERVATION OF BIRDS

Visitors to Thailand can assist efforts to preserve and maintain the
diversity of birds and their habitats simply by visiting national
parks and other wilderness areas. Bird enthusiasts can report the
species they observe to authorities. Checklists are now available at
many popular national parks. Tourists can report evidence of
suspicious activity that might lead to the arrest of unscrupulous
individuals trapping or hunting birds and can also participate as
volunteers in habitat conservation programmes. In these ways,
tourists can help reduce the threats to birds, and at the same time
enjoy Thailand's birdwatching paradise.

Contact information:

TO REPORT BIRD SPECIES OBSERVED

TO REPORT BIRD SPECIES OBSERVED

Please contact the Park Visitor Centre of the National Park

or

Bird Conservation Society of Thailand (BCST) *

69/12 Soi Ramindra 24, Joorakaebau, Ladprao, Bangkok 10230, Thailand
Email: bcst@boxl.a-net.net.th

Tel: 66-(0)-2943-5965

Web sites:

www.bcst.org/index ebird.html

www.thai.net/becst

* The Bird Conservation Society of Thailand (BCST) is a BirdLife
Partner

TO REPORT EVIDENCE OF SUSPICIOUS ACTIVITY

Please contact

Willdife Protection and Suppression Office

Department of National Parks, Wildlife, and Plant Conservation
61 Paholyothin Road, Chatuchak, Bangkok 10900

Tel: 66-(0)-2579-5266

HABITAT CONSERVATION VOLUNTEER PROGRAMMES

Please contact

Wildlife Conservation Society - Thailand Programme

P.O. Box 170, Laksi, Bangkok 10210

Tel: +662-503 4478, +662-503 4479

Fax: +662-503 4096

Email: thailand@wcs.org

FAMILIES OF BIRDS IN THAILAND UNDER THREAT

The following bird species are under threat because there is a high
demand for them and they are hunted for the local, regional and
global bird trade. To help preserve the species, please refrain from
purchasing any of the following birds as pets, and if you happen to
witness any of the following birds being sold or traded, or note any
suspicious activities involving them, please contact:
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The Willdife Protection and Suppression Office

Department of National Parks, Wildlife, and Plant Conservation

61 Paholyothin Road, Chatuchak, Bangkok 10900

Tel: 66-(0)-2579-5266

Phasianidae (wood partridges and pheasants) - 4 species

Anatidae (White-winged duck) - 1 species

Picidae (woodpeckers and barbets ) - 3 species

Bucerotidae (hornbills) - 7 species

Upupidae (Common hoopoe) - 1 species

Cuculidae (Coral-billed ground cuckoo) - 1 species

Psittacidae (parrots and parakeets) - 4 species

Columbidae (pigeons) - 12 species

Accipitridae (birds of prey) - 9 species

Threskiornithidae (White-shouldered ibis) - 1 species

Ciconiidae (Lesser adjutant) - 1 species

Pittidae (pittas) - 3 species

Irenidae (Asian fairy bluebird and leafbirds) - 6 species

Corvidae (jays, crows, magpies, orioles and minivets) - 14 species
Muscicapidae (thrushes, robins, and sharmas) - 3 species

Sturnidae (starlings and mynas) - 3 species

Paridae (Yellow-cheeked tit) - 1 species

Pycnonotidae (bulbuls) - 7 species

Zosteropidae (Japanese white-eye) - 1 species

Sylvidae (laughing thrushes, mesias, minlas and sibias) - 8 species
Nectariniidae (Scarlet-backed flowerpecker) - 1 species

Passeridae (weavers and munias) - 7 species

Fringillidae (grosbeaks and buntings) - 3 species

About The Author

ANTONY LYNAM

Antony Lynam (Ph.D.), Wildlife Conservation Society (WCS)- Thailand
Programme Director and conservation scientist, works with the
Thailand Department of National Parks, Wildlife and Plants to develop
programmes for the conservation of the country's endangered species,

park resources management, and the design and conduct of training
curriculum for park rangers.
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An Australian citizen, he has authored a number of technical papers
and popular articles concerning conservation issues in Australia,
North America, and Thailand, and was a contributor to the seminal
volume on habitat fragmentation "Tropical Forest Remnants: Ecology,
Conservation and Management". He writes frequently on natural history
for magazines, journals and newspapers including Wildlife
Conservation, The Nation, The Bangkok Post, and The Natural History
Bulletin of The Siam Society.
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nestboxtips.txt
Tips for Nest Boxes this spring/summer

If you have old boxes in your garden, clean out any of last years
nesting material or any old bits of food that may have been stored in

there.

If you are putting up new nest boxes make sure that they are out of
the reach of cats and Squirrels.

Check that the box isn’t in full sun otherwise young birds may
literally bake in the heat.

Experiment with different kinds of bird boxes - the open-fronted
“Robin” boxes may even attract Spotted Flycatchers.

Make sure any boxes are at least 15mm in thickness.
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Face boxes away from prevailing winds.

Don’t put nest boxes to close together in a small area as this will
only lead to territorial fights.

Always make sure that there is enough food and fresh water made
available close by.

Do not but bird boxes with perches attached - the birds do not need
them and it may only invite predators.

Never buy a bird table with a nest box built in, as nesting birds

will only come into conflict with feeding ones.

Stuf.doc
Dear Sir
Further to our conversation everything we have discussed has been

done

Yours faithfully

John Doe
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Appendix 9 - “birds.zip Screensaver”

CIs likte a whole olher counlry’

TravelTex.com
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Appendix 10 - “Clock Skew”
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Appendix 11- “Partitions”

Mame ] Starting Sector  Length in Sectors  Description Flags
- voll (Unallocated: 0-62) 1 u] 63 Unallocated Unallocated
: vol2 (NTFS [ exFAT (0x07): 63-6136829) 2 63 6136767 MTFS / exFaT (x| Allocated
- vol3 (Unallocated: 6136830-11255327) 3 5136830 5118495 Unallocated Unallocated
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Appendix 12 - “All Images of MRB”.
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03018919

02791391

02903551

03074343

02791503

02966601

03181927

02942159

02792151

02972615

03184607

38



03186407 03188831 03538975

05069311 05475951 05698559 06137366

06140582 06141078 06141686
T :

06143534 06144262 06144726

04051481 04056673

- {

06138454 06138918

03593991

06137718

06142126 06142470 06143094

06145878 06145998 06146382 06146806

39



seeyis
EA%@%birds@%birdpics@%Whoopin  EA%@%birds@%birdpics@%WhiteThr
gCranes oatedSparrowlInTree

EA%@%birds@%birdpics@%Whitefro  EA%@%birds@%birdpics@%WhiteFac
ntedParrot edHeronFlying

EA%@%birds@%birdpics@%yellow-w
ag-cover-nb

40



Appendix 13 - Physical Search Images
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pendix 14 — “ims Scan”

ure FOUND

24 7 )}

Iplayer is a false positive as cross checking with other anti-virus shows;
Clama/ Wn_Trojan Tufk-100 20170413

Trojan { 00£306d41 20170413

20170

20170412

20170413

VBA3Z ‘Worm Mking 20170413

L] 20170413
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L] 20170413
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A L
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L] 20170130
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F-Prot L] 20170413

L] 20170413
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GDal o 20170413
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Microsoft L] 20170413

2 20170413

L] 20170412
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L] 20170412
TrendMicro L 20170413
Trustook 20170413
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Appendix 15 — “MRB Access From Internet Explorer”

Name

index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat
index.dat

URL Address
http:/fwww.linorg.usp.br/mozilla//firefox/releases/1.0/win32/en-GB/Firefox%205etup%201.0. exe
file/Documents2%20and?20Settings/johndoe/My3:20Documents,/My320Pictures/tn_duck_3.jpg
file/Documents2%20and205ettings/johndoe/My320Documents,/My320Pictures /snow_geese.jpg
file/Documents320and%205ettings/johndoe/My3%20Documents/My%20Pictures/7107 298 jpg
file/Documents%20and?208ettings/johndoe/My%20Documents,/My*20Pictures /whpremium_s.jpg
file/Documents?%20and®208ettings/johndoe/My%20Documents/nestboxtips txt
file/Document=2%20and20Settings/johndoe/My320Documents,/My320Pictures/40m.jpg
file/birds/audio/aggressive_song.wav

file/EvanstonWoodpecker.jpg
file/Documents%20and?®205ettings/All%20Users/Documents,/My%20Music/Sample®20Music/Docl.doc
file/birds/Killdeer jpg
file/Documents2%20and?20Settings/johndoe/My3:20Documents,/My320Pictures/babyscot_wyoung.jpg
file/Documents3%20and%205ettings/johndoe/My%20Documents/My%20Pictures/babyscot_2weeks1 jpg
file/Documents%20and%208ettings/johndoe/My%20Documents/My%20Pictures/177 jpg
file/Documents?%20and®208ettings/johndoe/My%20Documents,/ostbk2b2 . him
file/Documents%20and?20Settings/johndoe/Desktop/birdtrans2.jpg
file/Document=%20and?20Settings/johndoe/My320Documents,/My?20Pictures/chicks2 jpg
file/Documents320and%205ettings/johndoe/My3%20Documents/newbies2 jpg
file/Documents%20and?2 08ettings/bob/My%20Documents/My%20Music/ready2fledge jpg
file/birdwatching.doc

file/birds/non%20images/BookList.doc

file/birds/non%20images/BirdingGuide pdf
file/Documents3%20and%20Settings/johndoe/My%20Documents/birds zip
file/Documents%20and?®205ettings/All%20Users/Documents,/My%20Music/Sample®20Music/Docl.doc
file/Documents2%20and?20Settings/johndoe/My3:20Documents,/My320Pictures/7 107 298.jpg
file/Documents2%20and¥20Settings/johndoe/My3:20Documents,/kakapo.ram
file/Documents320and%205ettings/johndoe/My3%20Documents/My%20Pictures/40m jpg
file/Documents%20and%208ettings/johndoe/My%20Documents/My%20Pictures/177 jpg
file/Documents?%20and®208ettings/johndoe/My%20Documents/nestboxtips txt
file/Documents%20and?20Settings/johndoe/My3:20Documents,/aa010703a. htm
file/Documents2%20and?20Settings/johndoe/My3:20Documents,/My320Pictures/tn_duck_3.jpg
file/Documents320and%205ettings/johndoe/Desktop/birdtrans2 jpg

file/EvanstonWoodpecker.jpg
file/Documents%20and*208ettings/johndoe/My%20Documents,/My%20Pictures/babyscot_vyoung.jpg
file/Documents2%20and20Settings/johndoe/My3:20Documents,/My3s20Pictures /babyscot_2weeks1.jpg
file/Documents%20and%20Settings/johndoe/My3%20Documents,/newhies? jpg
file/Documents320and%20Settings/johndoe/My%20Documents/My%20Pictures/snow_geese jpg
file/birds/non%20images/BookList.doc

file/Documents%20and®2 0Settings/All%:20Users/Documents,/My%20Music/Sample®%20Music/Docl.doc
file/Documents%20and?20Settings/johndoe/My320Documents,/My320Pictures/7 107 298.jpg
file/Documents320and%205ettings/johndoe/My3%20Documents,/kakapo.ram
file/Documents%20and*%205ettings/johndoe/My320Documents/My*%20Pictures/40m_jpg
file/Documents%20and%208ettings/johndoe/My%20Documents,/My*%20Pictures/177 jpg
file/birdwatching.doc

file/Document=2%20and¥20Settings/johndoe/My3:20Documents,/nestboxtips txt
file/Documents3%20and%205ettings/johndoe/My%20Documents/aa010703a htm
file/Documents%20and®208ettings/johndoe/My%20Documents,/My%20Pictures/tn_duck_3.jpg
file/birds/audio/aggressive_song.wav
file/Documents%20and?20Settings/johndoe/Desktop/birdtrans2.jpg

file/EvanstonWoodpecker.jpg
file/Documents320and%205ettings/johndoe/My3%20Documents/My%20Pictures/babyscot_vyoung jpg
file/Documents?%20and®208ettings/johndoe/My*%20Documents,/ My%20Pictures/babyscot_2weeks1.jpg
file/Documents?%20and?2 0Settings/johndoe/My%20Documents,/newhies2 jpg
file/Documents2%20and¥20Settings/johndoe/My3:20Documents,/My320Pictures /snow_geese.jpg
file/birds/non%20images/BookList.doc
file/Documents3%20and%205ettings/johndoe/My%20Documents/stuf.doc

When Browser

2005-01-24 16:19:35 GMT Internet Explorer
2005-02-02 14:18:13 GMT Internet Explorer
2005-02-02 14:18:53 GMT Internet Explorer
2005-02-02 14:20:33 GMT Internet Explorer
2005-02-02 14:38:19 GMT Internet Explorer
2005-02-02 14:39:30 GMT Internet Explorer
2005-02-02 14:43:36 GMT Internet Explorer
2005-02-03 12:22:51 GMT Internet Explorer
2005-02-03 14:14:59 GMT Internet Explorer
2005-02-03 14:17:48 GMT Internet Explorer
2005-02-03 14:49:29 GMT Internet Explorer
2005-02-03 15:00:19 GMT Internet Explorer
2005-02-03 15:00:27 GMT Internet Explorer
2005-02-03 15:01:38 GMT Internet Explorer
2005-02-03 15:02:45 GMT Internet Explorer
2005-02-03 15:04:48 GMT Internet Explorer
2005-02-03 15:05:03 GMT Internet Explorer
2005-02-03 15:05:44 GMT Internet Explorer
2005-02-03 15:06:42 GMT Internet Explorer
2005-02-03 15:48:39 GMT Internet Explorer
2005-02-03 15:51:54 GMT Internet Explorer
2005-02-03 15:52:01 GMT Internet Explorer
2005-02-09 11:28:00 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:38:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 11:28:01 GMT Internet Explorer
2005-02-09 16:57:49 GMT Internet Explorer

user
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johndoe
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johndoe
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johndoe
johndoe
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johndoe
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Appendix 16

“Firefox History”

Name [Deieted
./ Wi, E00E Te.CO.UK/Cxter 7C=PREF T T Bprev=/Tretoxsiat T7e[_Hvencs 2z FacsE [ 1]
Viodila Fiefot SatPage ttp:/ furer g0gle co ukfirefoxPclient=firefox-aBrls=org mozillazen-G8 official e
[ tp://start mozilla.ore/firefox client=fircfox-akirls=org morillazen-GB:of |
ttp://wrvew. google.com i ient=fircfox-agrls=org.mazill icial -
ioaila Fiefor SarPage i/ furwaw google. co.ukfi ent=Firefox= if icial
ttp://urvow. goosle. ient=firefox-agrls=arg.mozill icial
ittp-/ Jurww. google. ient=S -a&rls=org. 1l icial
http://start mozilla. = - i
bout Moals hittp:/ /umuw.mozill a org/about/
WioailaProducts http:/ /unvw_mozill 3. org/products/
Thunderbird- Reclaim Yourlnbor http:/ /unw_mozilla.
http-//download.mozilla org/?product=thunderbird&os=win&lang=en-Us
|ftp://ftp scarlet be/pub/mozilla.org/thunderbird/releases/1.0/win32/en-US/Thunderbird%:20Setup%201 0.exe
http://r.office. microsoft.com/r/rlidOfficeUpdate?clid=1033
http://office. microsoft.com/officeupdate
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Appendix 18 — “Password Recovery”

¢ bigger than buf size.
i g
0030036387477 eeShdc 442 7chTa* 34254+ 24 3#8* Shadd 66 372435654655 36032384538 e <johindoege) . hone [andrew/Desktop/GPG-Extract/1969-GnuPG/secring.gpg
ring.gpg > ~/Desktop/hash
/run

--costs=[-]C[:M][,...] load salts with[out] cost value Cn [to Mn]. For
tunable cost parameters, see doc/OPTIONS
--save-memory=LEVEL enable memory saving, at LEVEL 1..3
- -node=MIN[ -MAX]/TOTAL this node's number range out of TOTAL count
--fork=N fork N processes
pot file to use
list capabilities, see --list=help or doc/OPTIONS
--format=NAME force hash of type NAME. The supported formats can
be seen with --list=formats and --list=subformats

andrew@ubuntu: ohnfruns$ ./john --incremental ~/Desktop/hash
Using default input encoding: UTF-8
Loaded 1 password hash (gpg, OpenPGP / GnuPG Secret Key [32/64])
Will run 2 OpenMP threads

'q' or Ctrl-C to abort, almost any other key for status

(johndoe)

1g 0:00:00:08 DONE (2017-04-11 13:39) 0.1190g/s 27992p/s 27992c/s 27992C/s alm@5..arr16
Use the "--show" option to display all of the cracked passwords reliably
session completed
andrew@ubuntu:~/ {john/run$ ~C
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Appendix 19 — “Mismatched Extension MRB”

32116-1 M G_3937_ filtere

d.jpg.

31307-FantailFrontView

Nostig red-weped Sackbeed
Carsuge & épmimties o couss de mesicascs
Mihe Hopiak / Comed Lab of Ormenaiogy

32118- B C 7__feed.ing__th.e

birds.jpg. Jpg_

32120-colorful-birds:.jp 32121-IMG_3937 filtere
29z d.jpg_

a

32119- gl fs-storm_-b_irds.

48



Appendix 20 — Emails to suspect
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Appendix 21 — Virtualizing suspects system
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Appendix 22 — MRB on Other Accounts
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Appendix 23 — Suspects Local Files
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Appendix 24 — Suspicious document

o e

pear S

Further to our conversation cverything we have discussed has been done

Vours faithfully

Jeha Doe

“en

Feywords:

Last-AZuthor: John Doe
Last-Modified: Z005-02-03T1&:57:002
Last-Save-Date: Z005-02-038T16:57:00Z
Page—Count: 1

Revision-Number: 2

Template: HNormal.dot

Word-Count: 16

comment -

cp:revision: 2

cp:subject:

creatcr: John Doe

date: 2005-02-09T16:57:00Z

determs:created: 2005-02-05T1&:51:002
determs :modified: 2005-02-09T16:57:00Z
extended-properties:Applicaticon: Microscft Office Word
extended-properties:Company:
extended-properties:Template: Normal . dot
meta:author: John Doe
meta:character—-count: 36
meta:creation—date: Z005-02-03T16:51:002
meta:keyword:

meta:last-author: John Doe
meta:page-count: 1

meta:gave-date: Z005-02-08T16:57:002Z
meta:word-count: 16

modified: 2005-02-03T16:57:00Z

subkject:

title: Birds To Find

WICcOomments:

xrpTPg:HPages: 1
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Appendix 25 — Hidden Bird List

} aggressive_song.wav.Ink-siack

aggressive song.wav.lnk-slack Birds To Find
Crow

Bawven

Pigeon

Sparrow

Starling

Black bird

Robin
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Appendix 26 — Account Privilege Level

E) John Doe's Computer - ViMware Workstation -oEN
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